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Surfing anonymously is one thing. But wouldn’t sending e-mail anonymously be an online version of mash notes?The quick answer is no. There are plenty of ways to protect your identity when sending e-mail while still making sure that the person who gets your e-mail knows it’s from you. And there’s good reason to figure out how to do so. Unless you
do something to shield your e-mail, “it’s basically a postcard,” says Chris Wysopal, director of development at Symantec Corporation. In other words, anyone at any ISP can see the headers to your e-mail, which says who you are and who it’s going to, and can read it if they so choose. So can a hacker who has compromised the ISP.Wysopal
recommends using encryption software such as PGP, which effectively seals the envelope, though the headers - the to and from addresses - are still readable. But encryption continues to be a challenge for most of us. That isn’t so much because it’s complicated - it’s much simpler than it once was - but because you can exchange encrypted e-mail only
with someone who uses the same software.A simpler method, and one that also will shield your address, is to use a re-mailer service such as Hushmail. These services strip off the original address and put on a new one. It’s like a forwarding service in the real world, and it makes sure that unwelcome eyes can’t see your e-mail, know you sent it or
who’s getting it. You can read of free services in PC Mag’s Hiding Your Identity.Re-mailers range from easy to use to very difficult, as noted on privacy advocate and author Andre Bacard’s site dedicated to the topic. They also can vary the level of anonymity (so yes, you could send e-mash notes).While it might seem simpler still to just set up a
Webmail account with a fake name, that’s not as anonymous as you might think. For one thing, if you use it from your home computer, and you don’t use proxy switching software to hide your IP address, it won’t be hard for someone to connect the IP address with the Webmail system.Naturally, you could go to the public library or another publicly
available Internet site and use machines there. That does eliminate the IP address problem. But even there, you have to remember that unless you clear the browser cache and take other steps to erase your tracks, the next user can figure out a lot of things about you. Opinions expressed by Entrepreneur contributors are their own. In the beginning, e-
mail marketing was seen as the perfect marketing tool: cheap, fast and measurable. Click-through rates were the only numbers that mattered, and people were still excited to receive--and open--just about every e-mail in their inbox. Boy, how things have changed! The explosion of spam and the sheer volume of e-mail people receive has ruined the
effectiveness of e-mail as a marketing tool. Even perfectly legitimate e-mails are being trapped by spam filters or deleted--unopened--by wary recipients.Yet, according to the Pew Internet and American Life Project, e-mail remains the number-one online activity of Americans, and now that more and more people are able to receive e-mail on their cell
phones and PDAs, the opportunities for creative e-mail marketing are only continuing to expand.E-mail marketing can still deliver a higher return on investment (ROI) than methods such as direct mail and newspaper and radio advertising. So if anyone tries to tell you that e-mail marketing is dead, don't believe them!The truth is, spam and volume
didn't kill e-mail marketing, but they did manage to create a few hoops you now have to jump through to get your e-mails delivered and opened.Here are my top five techniques for getting today's e-mails delivered, opened and acted on. Do these things right and you'll be able to profit from all of the new opportunities e-mail marketing provides.Tip #1:
Manage Your "Subscribe" and "Unsubscribe" RequestsOne of the most important things you can do to minimize your headaches--and maximize your profits--is to stay on top of your "subscribe" and "unsubscribe" requests. This is especially important if you don't have an automated system for managing subscriptions to your opt-in list.Always treat
requests to unsubscribe from your list seriously. People who aren't promptly removed from your list after making an unsubscribe request can accuse you of spamming them, and you can quickly find yourself in trouble with your ISP.Of course, it's just as important that people who ask to be added to your list are subscribed right away, since you never
know which one of those subscription requests is going to end up being your best customer.If your subscribe and unsubscribe requests aren't handled automatically, you should take care of them right before you send out a mailing. This ensures that your list is as current as possible, and it also means that you don't have to deal with this chore on a
daily basis.Tip #2: Remove Duplicate AddressesBefore you send any mailings, you'll want to make sure that you don't have any duplicate e-mail addresses in your list. There will always be some people (more than you might think) who'll opt in to your list and come back later and sign up again, forgetting that they've already joined.Now, people are
happy to get one copy of your e-mail, but start sending them multiple copies and just watch how fast they unsubscribe from your list--or worse yet, report you as a spammer!This kind of spam complaint is relatively easy to clear up, but it's still a hassle, and instead of having a potential customer who was so excited about what you had to offer that they
signed up twice, you now have nothing.Tip #3: Clean Your ListCleaning your list also means sifting through the messages that "bounce back" to you after a mailing, and deciding which ones should be removed from your list completely, and which ones you might want to try mailing again."Bounced" messages, for whatever reason, weren't successfully
delivered to the intended recipient. Most can be categorized as either "soft" bounces or "hard" bounces.Soft bounces: These are messages that couldn't be delivered at the time they were sent, but may be deliverable at some time in the future. These types of bounces are usually caused by the recipients' ISPs being busy or their inboxes being full. Hard
bounces: These are messages that can never be delivered. Hard bounces are usually caused by the user typing in an incorrect e-mail address when opting in to your list, or the subscriber no longer using the e-mail address they originally opted in with.Delete hard bounces immediately. If you leave these addresses in your list, you'll just have to wade
through unnecessary bounce messages every time you send a mailing, and that's a waste of your valuable time.Plus, if you continue to send e-mail to an address that's invalid, you can get into real trouble. Dead addresses are used as spam traps, and if you're found to be repeatedly sending messages to one of these addresses, you could have a
problem with the ISP receiving them.E-mails that are returned as soft bounces, on the other hand, are the result of a temporary problem, so you'll want to re-send your promotions to all the soft bounce addresses a couple of days later. You'll be surprised how many messages get delivered on the second try. And since you've already written the e-mail,
there's almost no extra work on your part.Tip #4: Divide Your List to Conquer More SubscribersGiven the mountains of e-mail people receive these days, most only want to see what's relevant. And, unfair as it may seem, anything irrelevant could be considered spam, and reported as such.If the people on your list know the message you're sending is
something they want, they'll open it!Using e-mail to target different segments of your audience is one of the single most effective ways to market products or services on the internet. A 2006 report by MarketingSherpa found that e-mail marketers using segmentation saw click-through rates that are 72% higher than e-mail marketers who aren't
segmenting their opt-in lists.You can segment them by whether or not they've bought from you, where they live, the brands they've bought, their age group, etc. There's no end of ways to segment your audience depending on the information you've collected--and e-mail automation makes it not only possible, but simple!Try it and you can just about
guarantee that the results of your e-mail marketing efforts will dramatically improve.Tip #5: Snag Your Recipients' Attention by Using Their NamesIf there's a "secret" to getting e-mail recipients' attention, it's this: Personalize the subject line. No other single technique will boost the response rate of your e-mails as much as personalization.Have you
ever noticed that a great salesperson will find out your name and then use it every so often while they talk to you? It's a way of establishing trust and building rapport. And the truth of the matter is that nothing gets a person's attention faster than hearing or seeing their own name!By personalizing your subject lines, you also make your e-mail appear
more authentic and safer to open, because recipients will be more likely to view your e-mail as coming from a trusted source.Unfortunately, typing each individual recipient's name into the subject line of every e-mail you send is just not practical! Once you grow your list to more than 50 or 100 people, it becomes unmanageable. It's way too time
consuming.The good news is that there's great e-mail marketing software available these days that'll help you completely personalize your campaigns automatically, and save you tons of time and effort.Final ThoughtsE-mail marketing remains a highly effective tool for any business, and the success of your campaigns rests largely on the percentage of
your messages that get delivered and opened.It's a little more of a challenge to make sure your e-mails get delivered and opened these days, but by keeping your list squeaky clean and sending highly relevant and personalized messages, you'll not only improve the likelihood of people opening your e-mails, you'll avoid being labeled a spammer.
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